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Abstract: The integration of artificial intelligence (AI) and blockchain combines adaptive computation with
decentralized trust, cryptographic integrity, programmable transactions, and auditable data exchange. This systematic
review synthesizes research on integration architectures, applications, reciprocal benefits, security, privacy,
scalability, interoperability, and open challenges. Four recurring integration patterns are examined: Al enhancing
blockchain operations, blockchain supporting Al systems, bidirectional Al-blockchain architectures, and
decentralized or federated intelligent systems. Applications are considered across healthcare, finance, supply chains,
Internet of Things, cybersecurity, energy, smart cities, and education. The review finds that Al can strengthen
anomaly detection, fraud analytics, smart-contract analysis, prediction, and network optimization, while blockchain
can strengthen data provenance, identity, model traceability, access control, and collaborative learning. However,
combined architectures introduce additional trust boundaries involving models, oracles, smart contracts, data
pipelines, and cross-system interfaces. Latency, storage growth, interoperability, privacy leakage, model
manipulation, poisoning, and governance remain important barriers. The review therefore argues for selective
integration: intensive Al computation and sensitive data should generally remain off-chain or in controlled
edge/cloud environments, while blockchain should anchor identities, commitments, permissions, provenance, and
auditable events. Future research should prioritize verifiable Al outputs, privacy-preserving decentralized learning,
trustworthy oracles, cross-chain interoperability, standardized benchmarks, and governance-aware architectures.

Keywords: Artificial Intelligence; Blockchain; Machine Learning; Smart Contracts; Decentralized Al; Federated Learning;
Privacy; Security; Data Provenance; Distributed Ledger Technology

I INTRODUCTION identified interoperability, latency, security trade-offs, and
resource allocation as recurring challenges [2]. A 2025
systematic review of blockchain-enabled Al systems
examined architectural patterns, governance, applications,
and recurring privacy, scalability, interoperability, and
regulatory issues [3]. A 2024 review focused on Al-enhanced
blockchain and examined machine learning, deep learning,
natural-language processing, and reinforcement learning for
security, consensus, smart contracts, privacy, scalability, and
interoperability [4].

Artificial intelligence and blockchain solve different but
complementary problems. Al learns patterns from data and
supports  prediction, classification, optimization, and
decision-making. Blockchain provides a distributed ledger in
which records are cryptographically linked and collectively
validated. NIST describes blockchain as a tamper-evident and
tamper-resistant  distributed ledger maintained through
distributed copies and validation rules [1].

Al systems depend on data, models, and computational
infrastructure,  while  blockchain  systems  generate
transactional and network data that can be analyzed by Al.

This review takes a broader cross-domain perspective,
examining how Al improves blockchain, how blockchain

Blockchain can record selected data events, model versions,
identities, permissions, and commitments; Al can provide
anomaly detection, fraud analytics, predictive monitoring,
optimization, and intelligent automation. Recent literature
shows increasing attention to integrated ecosystems. A 2025
systematic review of blockchain, Al, and cloud integration
analyzed 108 peer-reviewed studies from 2012-2025 and
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improves Al, how the technologies are architected together,
and which security and governance problems emerge at their
interface.

II REVIEW METHODOLOGY
The review uses a structured thematic synthesis. Search

concepts covered artificial intelligence, machine learning,
deep learning, reinforcement learning, natural language
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processing, blockchain, distributed ledger technology, smart
contracts, decentralized Al, federated learning, privacy,
security, interoperability, and trustworthy AI. Priority was
given to peer-reviewed systematic reviews, surveys,
application studies, foundational works, and authoritative
standards. Recent literature from 2024-2026 was
emphasized.

The evidence base is heterogencous. Existing reviews use
different databases, time windows, inclusion criteria, and
research questions. Therefore, publication counts from
different studies are not combined into a single statistical
corpus. Singh et al. report 108 studies in a blockchain—Al-
cloud review [2], while the 2025 decentralized-Al review
began with 2,702 records and screened them to a final
included set [3]. A 2025 financial-sector SLR examined 134
peer-reviewed publications using PRISMA [5]. These figures
describe the source studies rather than a new pooled dataset
(Figure 1, 2, 3).

RQ Question

RQ1 |[What architectures are used to integrate Al and
blockchain?

RQ2  [Which application domains use the integration?

RQ3 [How does Al improve blockchain systems?

RQ4 [How does blockchain improve Al systems?

RQS5 [What security, privacy, scalability, and interoperability
challenges emerge?

RQ6 |[What research directions could improve trustworthy

C. Complementarity Principle

The combined architecture can be viewed as a trust—
intelligence loop: blockchain records or verifies selected
events, Al analyzes data and produces predictions, and
approved results can inform smart-contract actions. A
blockchain can preserve an incorrect Al output just as
reliably as a correct one if upstream data, models, or oracles
are compromised.

Conceptual Al-Blockchain Integration Architecture

Al Integration Blockchain
Learning & inference APls = Oracles = Ledger « consensus

|

Data / assets
loT = health = finance

Figure 1. Conceptual architecture for AI-blockchain
integration.

IV TAXONOMY OF INTEGRATION
ARCHITECTURES

Pattern Typical Role Examples

Al — Blockchain | Al enhances ledger | Fraud, anomaly detection,

deployment?

Table 1. Research questions guiding the review

III FOUNDATIONS OF AI-BLOCKCHAIN
INTEGRATION

A. Artificial Intelligence Layer

Al provides learning and inference capabilities. Machine-
learning models can classify transactions, detect anomalies,
predict demand, estimate risk, optimize resources, and
support decisions. In integrated systems, intensive training
and inference are commonly performed off-chain or at
edge/cloud nodes, while selected evidence or outputs can be
anchored on a ledger.

B. Blockchain Layer

Blockchain provides shared state, transaction ordering,
consensus, cryptographic identity mechanisms, and smart-
contract execution. Its strongest role appears where multiple
parties must coordinate while reducing dependence on a
single system of record. Blockchain does not itself establish
the truth of external information or the correctness of an Al
model.
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exchange state

operations network analytic
Blockchain — Al | Ledger supports Al Provenance, identity,
trust model/version record
Bidirectional Both systems Intelligent contracts,

automated governance

Decentralized /

ledger coordinates

Federated learning,

federate distributed incentives, verification
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Table 2. Taxonomy of AI-blockchain integration patterns.

Integration Pattern Taxonomy

30 1

251

201

15 4

10 4

Conceptual synthesis weight (%)

Al enhances
blockchain

Bidirectional
integration

Decentralized /
federated Al

Blockchain supports
Al

Figure 2. Conceptual integration-pattern weights used for
synthesis; these are not bibliometric prevalence estimates.

V AI FOR BLOCKCHAIN

Al can analyze blockchain-generated data and improve
selected blockchain functions. The literature emphasizes
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anomaly detection, fraud detection, smart-contract analysis,
consensus or network optimization, and privacy/security
monitoring [4,6]. Al is particularly useful where patterns are
difficult to express through deterministic rules.

A. Fraud and Anomaly Detection

Transaction histories provide structured behavioral
information. Models can combine transaction frequency,
timing, graph relationships, addresses, contract interactions,
and historical behavior to identify suspicious activity. These
systems should be evaluated with domain-specific false-
positive and false-negative measures.

B. Smart-Contract Security

Al can assist vulnerability classification, code analysis, test
generation, and behavioral monitoring. Because deployed
smart contracts may be difficult to modify, pre-deployment
analysis and controlled release gates are especially important
[71.

C. Consensus and Network Optimization

Learning methods can support workload prediction, resource
allocation, node behavior analysis, and adaptive network
management. Consensus is security critical, so learned
components should not replace deterministic safety
assumptions without rigorous validation.

VI BLOCKCHAIN FOR AI

Blockchain can strengthen Al systems through provenance,
identity, access control, model-version traceability, and
auditable records. This is particularly relevant when multiple
organizations collaborate but cannot or should not transfer all
raw data to a central repository.

A. Data Provenance and Integrity

A ledger can record hashes, timestamps, dataset versions,
ownership claims, consent states, and access events. Large or
sensitive datasets generally remain off-chain, while
cryptographic commitments or metadata are anchored to the
ledger.

B. Federated and Decentralized Learning

Federated learning keeps training data at participating nodes
and exchanges model updates rather than raw records.
Blockchain can coordinate participant identity, update
registration, incentive mechanisms, and audit trails. However,
blockchain does not by itself prevent poisoned model updates
or privacy leakage [8,9].

C. Model Accountability

A ledger can record model versions, training events,
approvals, evaluation results, deployment transitions, and
access events. NIST AI RMF provides a complementary
framework for managing Al risks through governance,
measurement, and management [10].
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VII APPLICATION DOMAINS

Domain Al Blockchain| Recurring
contribution| contributio challenge
n
Healthcare Diagnosis, Consent, Privacy,
prediction, | provenance,| interoperability
analytics secure , regulation
exchange
Finance Fraud, risk Integrity, Latency,
scoring, identity, compliance,
forecasting | auditability | explainability
Supply chain | Demand/quali|  provenance Oracle
y prediction, reliability,
anomaly interoperability
IoT Anomaly enhance Resource
detection, identity and limits,
predictive | event integrity throughput
main
Cybersecurity | Threat and Tamper- Adversarial
behavior evident ML, key
analytics records and | management
identity
Energy Forecasting | Peer-to-peer | Scalability,
and coordination | real-time
optimization requirements
Smart cities Traffic/resour | Identity and | Governance
ce analytics | decentralized and ownership
coordination
Education Personalizatio| Credentials | Privacy and
n and and adoption
analytics provenance

Table 3. Application-domain synthesis.

Representative Application Domains

Healthcare
Finance
Supply chain
loT
Cybersecurity
Energy
Smart cities

Education

L T T T

T T T T
0.0 2.5 5.0 715 10.0 12.5 15.0 17.5
lilustrative synthesis weight (%)

Figure 3. Representative application domains; values are
illustrative synthesis weights, not publication counts.

VIII SECURITY AND PRIVACY

Al-blockchain integration creates a composite attack surface
spanning data, models, consensus, smart contracts, interfaces,
oracles, identities, and application logic. A 2025 security
review analyzed more than 100 peer-reviewed studies and
highlighted Al applications for consensus, anomaly detection,
smart-contract vulnerability identification, and privacy, while
also identifying ethical, regulatory, and standardization
challenges [6].
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Threat Affected | Potential impact Mitigation
layer direction
Data Training | Biased/malicious | Provenance,
poisoning pipeline model robust
aggregation,
validation
Model Model/update |Incorrect decisions| Signed artifacts,
manipulation layer evaluation gates,
monitoring
Smart-contractOn-chain logic, Unauthorized | Testing, formal
flaws execution analysis, audits
Oracle attacks| Off-chain |Incorrect on-chain| Multiple sources,
interface state attestation,

anomaly check

Privacy Data/model |Sensitive exposure| Access control,
leakage updates secure
aggregation,
privacy
Identity/Sybil | Participation Manipulated Strong identity
abuse layer voting/learning | and permissions

Table 4. Security and privacy threat taxonomy.

=en Qualitative Al-Blockchain Risk Landscape

5.254

Model manipulation

Privacy leakage
5.00 - L

Data poisoning
Bias & fairness

4.75 4

Potential impact (1-5)
B
(5]
(=]

4.25 1
4.00 Oracle attacks .ScaWabthy
3.751
3.50 T T T T T
2.5 3.0 35 4.0 4.5 5.0 5.5

Likelihood / exposure (1-5)

Figure 4. Qualitative risk landscape; scores organize
recurring concerns and are not incident probabilities.

IX PRIVACY-PRESERVING INTEGRATION

Privacy is simultaneously a motivation and a constraint.
Blockchain transparency can conflict with confidentiality
because ledger records may persist. Privacy-preserving
designs therefore avoid placing raw sensitive data directly on-
chain. Existing work identifies authorization, access control,
data protection, network security, and scalability as major
dimensions of privacy-preserving Al-blockchain integration
[11].

Useful patterns include encrypted off-chain storage, hashes or
commitments on-chain, permissioned ledgers, federated
learning, secure aggregation, selective disclosure, and
privacy-preserving computation.

X PERFORMANCE, SCALABILITY, AND

© 2026 JIST All Rights Reserved

INTEROPERABILITY
Dimension Al Blockchain  |Architectura
requirement constraint I response
Latency |Fast inference| Consensus/confir | Off-chain or
mation delay edge
inference
Storage Large Ledger growth [Hashes/metad
datasets/mode ata on-chain
Is
Compute (GPU/accelerat Node resource | Cloud/edge
or workloads limits Al
Interoperabi  Multiple Cross-chain Standard
lity frameworks differences  |APIs/schemas
Energy |Training/infer Consensus Efficient
ence cost overhead models/conse
nsus

Table 5. Performance and interoperability considerations.

Al and blockchain have different resource profiles. Model
training may require accelerators and large datasets, while
blockchain consensus requires distributed communication
and validation. Consequently, layered on-chain/off-chain
designs are often more practical than storing all Al
computation or artifacts on-chain. Recent reviews similarly
identify scalability, latency, computational overhead, and
interoperability as persistent barriers [2,3,12].

XI COMPARATIVE SYNTHESIS

Direction Primary value| Representative Main
applications challenge
AT+ blockchain Adaptive Fraud, anomaly, Model
detection/optimi| network analytics| reliability
zation
Blockchain  |Provenance/acc| Data sharing, |Privacy/ledger
for Al ountability model lifecycle overhead
Al + smart Decision-to- | Finance, supply |Oracle/contract
contracts action chains, IoT risks
automation
Blockchain + | Decentralized | Healthcare, IoT |Poisoning/gove
federated AI | collaboration rnance

www.onlinejist.com

Table 6. Comparative synthesis of major integration
directions.

XII OPEN RESEARCH CHALLENGES

A. Verifiable Al outputs. Blockchain can prove that a record
or commitment was preserved, but it cannot by itself prove
that a prediction is correct. Future systems need stronger
mechanisms for model provenance, reproducible inference,
attestations, and independent verification.

B. Trustworthy oracles. Smart contracts often depend on
information outside the ledger. The oracle becomes a critical
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trust boundary. Multi-source validation, provenance, anomaly
detection, and dispute mechanisms are promising directions.

C. Cross-chain interoperability. Al services, data stores,
permissioned ledgers, public chains, and edge systems often
use incompatible interfaces. Standardized identity, model
metadata, provenance, and event schemas could reduce
integration cost.

D. Privacy versus auditability. Permanent ledgers can conflict
with data minimization and confidentiality. Selective
disclosure, zero-knowledge methods, confidential computing,
and lifecycle-aware governance deserve further investigation.

E. Robust decentralized learning. Distributed learning can be
attacked through malicious updates or participant
manipulation. Blockchain can coordinate participants but
does not automatically establish that updates are trustworthy.

F. Standardized evaluation. Current studies use different
datasets, chains, models, and metrics. A common benchmark
should jointly report AI quality, robustness, transaction
latency, throughput, storage growth, privacy leakage,
resource use, and cost.

XIII EVALUATION FRAMEWORK FOR FUTURE
STUDIES

Cross-chain Al services |Portable models, identity, provenance, and
events

Edge AI + blockchain |Resource-aware decentralized intelligence

Standardized benchmarks Comparable quality, security,

performance, and cost

Governance-aware
architectures

Explicit accountability, permissions, and
dispute handling

Dimension Example metrics Purpose
Al quality Accuracy, F1, AUROC, | Decision quality
calibration
Blockchain TPS, confirmation latency, | Ledger feasibility
performance storage growth
Security Attack success rate, Resilience
vulnerability coverage
Privacy Leakage/disclosure Confidentiality
exposure
Interoperability |Integration time, portability] Compatibility
Governance Audit completeness, Accountability
approval coverage
Economics Compute, storage, Sustainability
transaction cost

Table 7. Multidimensional evaluation framework.
XIV FUTURE RESEARCH DIRECTIONS

Direction Expected contribution

Verifiable Al + blockchain| Independent checking of model versions
and selected outputs

Privacy-preserving
decentralized Al

Collaborative learning without
centralizing sensitive data

Al-driven smart-contract
security

Automated vulnerability detection and
monitoring

Trustworthy oracle More reliable external information

networks
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Table 8. Strategic Research Directions and Expected
Contributions in AI-Blockchain Integration

XV DISCUSSION

The literature supports a reciprocal interpretation of Al-—
blockchain integration. Al contributes adaptive intelligence to
blockchain  systems, while blockchain contributes
decentralized coordination, provenance, and auditability to Al
systems. The strongest applications are those in which a
concrete trust problem and a concrete intelligence problem
are addressed together.

The combination should not be treated as beneficial by
default. Blockchain introduces consensus, storage, latency,
and governance overhead; Al introduces model uncertainty,
data  dependence, adversarial  vulnerabilities, and
explainability concerns. When combined, these limitations
interact and create additional interface risks. Recent reviews
consistently identify interoperability, scalability, privacy,
latency, and security as persistent challenges [2—6].

A practical design principle emerging from the review is
selective integration. Not every Al computation needs
decentralization, and not every Al artifact needs to be placed
on a blockchain. Intensive computation and sensitive data can
remain off-chain, while blockchain can anchor identity,
permissions, commitments, provenance, and auditable events.

XVI CONCLUSION

This systematic review examined the integration of artificial
intelligence and blockchain across architectures, applications,
security, privacy, performance, and future research. Four
major patterns were identified: Al-enhanced blockchain,
blockchain-supported Al, bidirectional integration, and
decentralized/federated AI. The literature demonstrates
potential value across healthcare, finance, supply chains, 10T,
cybersecurity, energy, smart cities, and education.

At the same time, the integration introduces important
technical and governance barriers, including smart-contract
vulnerabilities, oracle dependence, model manipulation, data

poisoning, privacy leakage, scalability, latency, and
interoperability. Future progress requires evaluation
frameworks that assess Al quality and blockchain

performance together. Verifiable Al, privacy-preserving
decentralized learning, trustworthy oracles, interoperable
protocols, and governance-aware architectures are promising
directions.
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